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Abstract— Large scale scientific applications are frequently
modeled as a workflow that is executed under the control of a
workflow management system. One crucial requirement is the
validation of the generated results, e.g. the traceability of the
experiment execution path. The automated tracking and storage
of provenance information during workflow execution could
satisfy this requirement.. To collect provenance data using the
grid-enabled scientific workflow management system WS-
VLAM, experimentations were made with two different
implementations of the provenance concepts. The first one,
adopts the Open Provenance Model (OPM) using the Provenance
Layer Infrastructure for e-Science Resources (PLIER). The
second one is the history-tracing XML (HisT). This paper
describes how these two provenance models are integrated into
WS-VLAM.
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l. INTRODUCTION

Complex processes are often modeled as workflows, using
tools which are based on specific workflow languages. Once a
user has modeled a particular workflow he submits it to a
workflow management system (WfMS) for execution. The
WTFMS takes care of the dependencies and the progress of the
individual tasks in the workflow. Since workflows are used to
automate the processing of complex problems, the actual
execution path of a particular workflow instance is typically
not known in advance. From the user perspective it is therefore
necessary to validate the execution path of each workflow
instance. In the domain of WfMS this demand is reflected by
the term provenance [1].

A particular challenge arises when workflows are mapped
to resources at different organizations, each providing a
heterogeneous system with non-uniform interfaces to access
these resources. The contribution of different organizations in
the ‘partial” execution of the tasks within a scientific workflow
experiment should be determined in a liable way.

The Virtual Laboratory Abstract Machine (WS-VLAM) [2]
is a Grid enabled scientific workflow management system
developed at the University of Amsterdam (UvA). WS-VLAM
supports and coordinates the execution of scientific workflows,
which are modeled as Grid-enabled software components. To
execute  workflows using resources across multiple
organizations, WS-VLAM deploys the Globus middleware [3],
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to establish the connection to the underlying Grid. Two
approaches for workflow provenance are implemented within
WS-VLAM; both assure the automatic capture of data
provenance at run-time.

Il.  PROVENANCE

The importance of validating and reproducing the outcome
of computational processes is fundamental to many application
domains. Therefore, the particular demand is to keep track of
the execution path of a workflow and to record its provenance.
In the scope of the Provenance Aware Service-oriented
Architecture (PASOA) project [4], several requirements for a
provenance system were identified. Listed requirements are for
example the verifiability of actors involved in a process, the
reproducibility of the process, the accountability and
preservation of provenance over time. It is also a frequent
practice to distinguish between data and process provenance.
Data provenance is defined to be information that helps
determine the derivation history of a data product, starting from
its original sources. In contrast, process-oriented provenance
collects provenance information in the form of a workflow
trace. To cope with these different types of provenance
information, we implemented and deployed two
complementary provenance approaches within WS-VLAM,
namely PLIER and HisT.

A. Provenance Layer Infrastructure for e-Science Resources
(PLIER)

The open provenance model (OPM) [5] provides a
comprehensive set of concepts to capture how things came out
to be in a given state. OPM defines three types of nodes
(artifacts, processes, and agents), which can be represented in a
directed graph with causal dependencies. It is designed to
achieve inter-operability between various provenance systems.

The Provenance Layer Infrastructure for e-Science
Resources PLIER [6], developed by the information
management group within Big Grid [7], provides an
implementation of the OPM 1.1 specifications [5]. The PLIER
API provides a set of functions to build, store, and share
workflow experiments as graphs. It also implements an optimal
relational database as back-end storage that captures the
concepts of the OPM maodel, using most recent standards and
mechanisms, namely the Java Persistence APl (JPA 2.0) and
Hibernate [8]. The PLIER API provides specific interfaces,
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using JDO 3.1 [9], to transform, or serialize, the provenance
data into specific formats (e.g. RDF, XML, and DQOT). In
addition, provenance query interfaces are available, which
allow the end-user to access the information about the
performed experiments, interpret the results, and trace the
sources of failure. These interfaces combine the power of the
database querying functionalities and the rich graphical
representation of experiments generated by the PLIER API.

B. History-Tracing XML (HisT)

The HisT provenance structure was developed within the
HiX4AGWS project [10] and provides data/process
provenance following an approach that directly maps the
workflow graph to a layered structure (Figure 1) of an XML
document. To pursue this idea, control flow patterns [11] are
mapped to generic data patterns within the XML schema to
specify the provenance information for any task of a workflow.

Every workflow task is represented by an XML element,
the so-called layer element (lines 1, 3, 8). The transitions
between tasks are represented by interleaving these layer
elements. The layer element of the successor task (line 1)
always includes the layer element of the predecessor tasks
(lines 3, 8), which in turn, encapsulates the previous layer stack
(line 5). That means that the layer stack represents the logical
execution order of dependent tasks. The representation of one
task as one XML element is intuitive for the user and can be
easily processed by programs and transformed to the original
workflow graph.

successor>

1

2 <events> ... DATA ... </events>

3 <predecessorl>

4 <events> ... DATA ... </events>

5 <pre-predecessorl> ... </pre-predecessorl>

6 <sign-predecessorl> ... </sign-predecessorl>
7 </predecessorl>

8 <predecessor2> ... </predecessor2>

9 <sign-successor> ... </sign-successor>

10 [K/successor>

Figure 1. Interleaving structure

A unique feature of the interleaving structure is the
possibility to interleave embedded XML signatures of layer
elements without the usage of complex XPath expressions. In
provenance trace in Figure 1, the successor task bases on the
contribution of its two predecessor tasks. The embedded
signature (line 9) references the whole successor element (lines
1-10). That means that both predecessor layer elements (lines
3-7, 8) with their own signatures (line 6) are part of the
signature check sum. The interleaving of signatures allows
liable countersigning which is interesting for application
domains like eGovernment and medical applications where
human actors execute tasks where the contribution is based on
the contribution of a previous human actor [12]. No actor can
dispute his contribution and all contributions can be traced
back to the responsible actor. This allows the creation of a
liable basis by using the XML-DSig [13] and XAdES [14]
standards that follows the European Union Directive
1999/93/EC [15].

I11.  CONCLUSION AND FUTURE WORK

The case study described in this paper using the two-fold
provenance approach, demonstrated that both HisT and PLIER
provide great common functionalities with regards to the
capture and storage of provenance data, during workflow
execution. In addition, each solution (HisT or PLIER) provide
an additional set of distinctive features, which could be suited
to better serve the specific need of certain applications.
Furthermore, these features could be combined in a
complementary manner, in order to gain the full advantages of
both approaches. To combine the advantages of HisT and
PLIER, mappings will be defined. This is possible because
OPM does not restrict to a file structure.
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